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252.204-7012  Safeguarding Covered Defense Information and 

Cyber Incident Reporting. 

As prescribed in 204.7304(c), use the following clause: 

  

SAFEGUARDING COVERED DEFENSE INFORMATION AND CYBER 

INCIDENT REPORTING (DEC 2019) 

  

      (a)  Definitions. As used in this clause— 

  

      “Adequate security” means protective measures that are commensurate 

with the consequences and probability of loss, misuse, or unauthorized access 

to, or modification of information. 

  

      “Compromise” means disclosure of information to unauthorized persons, 

or a violation of the security policy of a system, in which unauthorized 

intentional or unintentional disclosure, modification, destruction, or loss of an 

object, or the copying of information to unauthorized media may have 

occurred. 

  

      “Contractor attributional/proprietary information” means information 

that identifies the contractor(s), whether directly or indirectly, by the 

grouping of information that can be traced back to the contractor(s) (e.g., 

program description, facility locations), personally identifiable information, as 

well as trade secrets, commercial or financial information, or other 

commercially sensitive information that is not customarily shared outside of 

the company. 

  

      “Controlled technical information” means technical information with 

military or space application that is subject to controls on the access, use, 

reproduction, modification, performance, display, release, disclosure, or 

dissemination. Controlled technical information would meet the criteria, if 

disseminated, for distribution statements B through F using the criteria set 

forth in DoD Instruction 5230.24, Distribution Statements on Technical 

Documents. The term does not include information that is lawfully publicly 

available without restrictions. 

  

      “Covered contractor information system” means an unclassified 

information system that is owned, or operated by or for, a contractor and that 

processes, stores, or transmits covered defense information. 
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      “Covered defense information” means unclassified controlled technical 

information or other information, as described in the Controlled Unclassified 

Information (CUI) Registry at http://www.archives.gov/cui/registry/category-

list.html, that requires safeguarding or dissemination controls pursuant to 

and consistent with law, regulations, and Governmentwide policies, and is— 

  

              (1)  Marked or otherwise identified in the contract, task order, or 

delivery order and provided to the contractor by or on behalf of DoD in 

support of the performance of the contract; or 

  

              (2)  Collected, developed, received, transmitted, used, or stored by or 

on behalf of the contractor in support of the performance of the contract. 

  

      “Cyber incident” means actions taken through the use of computer 

networks that result in a compromise or an actual or potentially adverse 

effect on an information system and/or the information residing therein. 

  

      “Forensic analysis” means the practice of gathering, retaining, and 

analyzing computer-related data for investigative purposes in a manner that 

maintains the integrity of the data. 

  

      “Information system” means a discrete set of information resources 

organized for the collection, processing, maintenance, use, sharing, 

dissemination, or disposition of information. 

  

      “Malicious software” means computer software or firmware intended to 

perform an unauthorized process that will have adverse impact on the 

confidentiality, integrity, or availability of an information system. This 

definition includes a virus, worm, Trojan horse, or other code-based entity 

that infects a host, as well as spyware and some forms of adware. 

  

      “Media” means physical devices or writing surfaces including, but is not 

limited to, magnetic tapes, optical disks, magnetic disks, large-scale 

integration memory chips, and printouts onto which covered defense 

information is recorded, stored, or printed within a covered contractor 

information system. 
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      ‘‘Operationally critical support’’ means supplies or services designated by 

the Government as critical for airlift, sealift, intermodal transportation 

services, or logistical support that is essential to the mobilization, 

deployment, or sustainment of the Armed Forces in a contingency operation. 

  

      “Rapidly report” means within 72 hours of discovery of any cyber incident. 

  

      “Technical information” means technical data or computer software, as 

those terms are defined in the clause at DFARS 252.227-7013, Rights in 

Technical Data—Noncommercial Items, regardless of whether or not the 

clause is incorporated in this solicitation or contract. Examples of technical 

information include research and engineering data, engineering drawings, 

and associated lists, specifications, standards, process sheets, manuals, 

technical reports, technical orders, catalog-item identifications, data sets, 

studies and analyses and related information, and computer software 

executable code and source code. 

  

      (b)  Adequate security. The Contractor shall provide adequate security on 

all covered contractor information systems. To provide adequate security, the 

Contractor shall implement, at a minimum, the following information 

security protections: 

  

              (1)  For covered contractor information systems that are part of an 

Information Technology (IT) service or system operated on behalf of the 

Government, the following security requirements apply: 

  

                    (i)  Cloud computing services shall be subject to the security 

requirements specified in the clause 252.239-7010, Cloud Computing 

Services, of this contract. 

  

                    (ii)  Any other such IT service or system (i.e., other than cloud 

computing) shall be subject to the security requirements specified elsewhere 

in this contract. 

  

              (2)  For covered contractor information systems that are not part of 

an IT service or system operated on behalf of the Government and therefore 

are not subject to the security requirement specified at paragraph (b)(1) of 

this clause, the following security requirements apply: 
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                    (i)  Except as provided in paragraph (b)(2)(ii) of this clause, the 

covered contractor information system shall be subject to the security 

requirements in National Institute of Standards and Technology (NIST) 

Special Publication (SP) 800-171, “Protecting Controlled Unclassified 

Information in Nonfederal Information Systems and Organizations” 

(available via the internet at http://dx.doi.org/10.6028/NIST.SP.800-171) in 

effect at the time the solicitation is issued or as authorized by the Contracting 

Officer. 

  

                    (ii)(A)  The Contractor shall implement NIST SP 800-171, as soon 

as practical, but not later than December 31, 2017. For all contracts awarded 

prior to October 1, 2017, the Contractor shall notify the DoD Chief 

Information Officer (CIO), via email at osd.dibcsia@mail.mil, within 30 days 

of contract award, of any security requirements specified by NIST SP 800-171 

not implemented at the time of contract award. 

  

                            (B)  The Contractor shall submit requests to vary from NIST 

SP 800-171 in writing to the Contracting Officer, for consideration by the DoD 

CIO. The Contractor need not implement any security requirement 

adjudicated by an authorized representative of the DoD CIO to be 

nonapplicable or to have an alternative, but equally effective, security 

measure that may be implemented in its place. 

  

                            (C)  If the DoD CIO has previously adjudicated the 

contractor’s requests indicating that a requirement is not applicable or that 

an alternative security measure is equally effective, a copy of that approval 

shall be provided to the Contracting Officer when requesting its recognition 

under this contract. 

  

                            (D)  If the Contractor intends to use an external cloud service 

provider to store, process, or transmit any covered defense information in 

performance of this contract, the Contractor shall require and ensure that the 

cloud service provider meets security requirements equivalent to those 

established by the Government for the Federal Risk and Authorization 

Management Program (FedRAMP) Moderate baseline 

(https://www.fedramp.gov/resources/documents/) and that the cloud service 

provider complies with requirements in paragraphs (c) through (g) of this 

clause for cyber incident reporting, malicious software, media preservation 
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and protection, access to additional information and equipment necessary for 

forensic analysis, and cyber incident damage assessment. 

  

            (3)  Apply other information systems security measures when the 

Contractor reasonably determines that information systems security 

measures, in addition to those identified in paragraphs (b)(1) and (2) of this 

clause, may be required to provide adequate security in a dynamic 

environment or to accommodate special circumstances (e.g., medical devices) 

and any individual, isolated, or temporary deficiencies based on an assessed 

risk or vulnerability. These measures may be addressed in a system security 

plan. 

  

      (c)  Cyber incident reporting requirement. 

  

            (1)  When the Contractor discovers a cyber incident that affects a 

covered contractor information system or the covered defense information 

residing therein, or that affects the contractor’s ability to perform the 

requirements of the contract that are designated as operationally critical 

support and identified in the contract, the Contractor shall— 

  

                    (i)  Conduct a review for evidence of compromise of covered 

defense information, including, but not limited to, identifying compromised 

computers, servers, specific data, and user accounts. This review shall also 

include analyzing covered contractor information system(s) that were part of 

the cyber incident, as well as other information systems on the Contractor’s 

network(s), that may have been accessed as a result of the incident in order to 

identify compromised covered defense information, or that affect the 

Contractor’s ability to provide operationally critical support; and 

  

                    (ii)  Rapidly report cyber incidents to DoD 

at https://dibnet.dod.mil. 

  

            (2)  Cyber incident report. The cyber incident report shall be treated as 

information created by or for DoD and shall include, at a minimum, the 

required elements at https://dibnet.dod.mil. 

  

            (3)  Medium assurance certificate requirement. In order to report cyber 

incidents in accordance with this clause, the Contractor or subcontractor shall 

have or acquire a DoD-approved medium assurance certificate to report cyber 
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incidents. For information on obtaining a DoD-approved medium assurance 

certificate, see https://public.cyber.mil/eca/. 

  

      (d)  Malicious software. When the Contractor or subcontractors discover 

and isolate malicious software in connection with a reported cyber incident, 

submit the malicious software to DoD Cyber Crime Center (DC3) in 

accordance with instructions provided by DC3 or the Contracting Officer. Do 

not send the malicious software to the Contracting Officer. 

  

      (e)  Media preservation and protection. When a Contractor discovers a 

cyber incident has occurred, the Contractor shall preserve and protect images 

of all known affected information systems identified in paragraph (c)(1)(i) of 

this clause and all relevant monitoring/packet capture data for at least 90 

days from the submission of the cyber incident report to allow DoD to request 

the media or decline interest. 

  

      (f)  Access to additional information or equipment necessary for forensic 

analysis. Upon request by DoD, the Contractor shall provide DoD with access 

to additional information or equipment that is necessary to conduct a forensic 

analysis. 

  

      (g)  Cyber incident damage assessment activities. If DoD elects to conduct a 

damage assessment, the Contracting Officer will request that the Contractor 

provide all of the damage assessment information gathered in accordance 

with paragraph (e) of this clause. 

  

      (h)  DoD safeguarding and use of contractor attributional/proprietary 

information. The Government shall protect against the unauthorized use or 

release of information obtained from the contractor (or derived from 

information obtained from the contractor) under this clause that includes 

contractor attributional/proprietary information, including such information 

submitted in accordance with paragraph (c). To the maximum extent 

practicable, the Contractor shall identify and mark attributional/proprietary 

information. In making an authorized release of such information, the 

Government will implement appropriate procedures to minimize the 

contractor attributional/proprietary information that is included in such 

authorized release, seeking to include only that information that is necessary 

for the authorized purpose(s) for which the information is being released. 
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      (i)  Use and release of contractor attributional/proprietary information not 

created by or for DoD. Information that is obtained from the contractor (or 

derived from information obtained from the contractor) under this clause that 

is not created by or for DoD is authorized to be released outside of DoD— 

  

            (1)  To entities with missions that may be affected by such 

information; 

  

            (2)  To entities that may be called upon to assist in the diagnosis, 

detection, or mitigation of cyber incidents; 

  

            (3)  To Government entities that conduct counterintelligence or law 

enforcement investigations; 

  

            (4)  For national security purposes, including cyber situational 

awareness and defense purposes (including with Defense Industrial Base 

(DIB) participants in the program at 32 CFR part 236); or 

  

            (5)  To a support services contractor (“recipient”) that is directly 

supporting Government activities under a contract that includes the clause 

at 252.204-7009, Limitations on the Use or Disclosure of Third-Party 

Contractor Reported Cyber Incident Information. 

  

      (j)  Use and release of contractor attributional/proprietary information 

created by or for DoD. Information that is obtained from the contractor (or 

derived from information obtained from the contractor) under this clause that 

is created by or for DoD (including the information submitted pursuant to 

paragraph (c) of this clause) is authorized to be used and released outside of 

DoD for purposes and activities authorized by paragraph (i) of this clause, 

and for any other lawful Government purpose or activity, subject to all 

applicable statutory, regulatory, and policy based restrictions on the 

Government’s use and release of such information. 

  

      (k)  The Contractor shall conduct activities under this clause in 

accordance with applicable laws and regulations on the interception, 

monitoring, access, use, and disclosure of electronic communications and 

data. 
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      (l)  Other safeguarding or reporting requirements. The safeguarding and 

cyber incident reporting required by this clause in no way abrogates the 

Contractor’s responsibility for other safeguarding or cyber incident reporting 

pertaining to its unclassified information systems as required by other 

applicable clauses of this contract, or as a result of other applicable U.S. 

Government statutory or regulatory requirements. 

  

      (m)  Subcontracts. The Contractor shall— 

  

            (1)  Include this clause, including this paragraph (m), in subcontracts, 

or similar contractual instruments, for operationally critical support, or for 

which subcontract performance will involve covered defense information, 

including subcontracts for commercial items, without alteration, except to 

identify the parties. The Contractor shall determine if the information 

required for subcontractor performance retains its identity as covered defense 

information and will require protection under this clause, and, if necessary, 

consult with the Contracting Officer; and 

  

            (2)  Require subcontractors to— 

  

                    (i)  Notify the prime Contractor (or next higher-tier subcontractor) 

when submitting a request to vary from a NIST SP 800-171 security 

requirement to the Contracting Officer, in accordance with paragraph 

(b)(2)(ii)(B) of this clause; and 

  

                    (ii)  Provide the incident report number, automatically assigned 

by DoD, to the prime Contractor (or next higher-tier subcontractor) as soon as 

practicable, when reporting a cyber incident to DoD as required in paragraph 

(c) of this clause. 

  

(End of clause) 
 

66



67



68



69



70



71



72



73



74



75



76



77



78



79



80



81



82



83



84



252.204-7020 NIST SP 800-171 DoD 

Assessment Requirements. 

As prescribed in 204.7304 (e), use the following clause: 

NIST SP 800-171 DOD ASSESSMENT REQUIREMENTS (NOV 2020) 

(a) Definitions. 

Basic Assessment” means a contractor’s self-assessment of the contractor’s 

implementation of NIST SP 800-171 that— 

(1) Is based on the Contractor’s review of their system security plan(s) 

associated with covered contractor information system(s); 

(2) Is conducted in accordance with the NIST SP 800-171 DoD Assessment 

Methodology; and 

(3) Results in a confidence level of “Low” in the resulting score, because it is a 

self-generated score. 

“Covered contractor information system” has the meaning given in the clause 

252.204-7012, Safeguarding Covered Defense Information and Cyber Incident 

Reporting, of this contract. 

“High Assessment” means an assessment that is conducted by Government 

personnel using NIST SP 800-171A, Assessing Security Requirements for Controlled 

Unclassified Information that— 

(1) Consists of— 

(i) A review of a contractor’s Basic Assessment; 

(ii) A thorough document review; 

(iii) Verification, examination, and demonstration of a Contractor’s system 

security plan to validate that NIST SP 800-171 security requirements have been 

implemented as described in the contractor’s system security plan; and 

(iv) Discussions with the contractor to obtain additional information or 

clarification, as needed; and 
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(2) Results in a confidence level of “High” in the resulting score. 

“Medium Assessment” means an assessment conducted by the Government that— 

(1) Consists of— 

(i) A review of a contractor’s Basic Assessment; 

(ii) A thorough document review; and 

(iii) Discussions with the contractor to obtain additional information or 

clarification, as needed; and 

(2) Results in a confidence level of “Medium” in the resulting score. 

(b) Applicability. This clause applies to covered contractor information systems 

that are required to comply with the National Institute of Standards and Technology 

(NIST) Special Publication (SP) 800-171, in accordance with Defense Federal 

Acquisition Regulation System (DFARS) clause at 252.204-7012, Safeguarding 

Covered Defense Information and Cyber Incident Reporting, of this contract. 

(c) Requirements. The Contractor shall provide access to its facilities, systems, 

and personnel necessary for the Government to conduct a Medium or High NIST SP 

800-171 DoD Assessment, as described in NIST SP 800-171 DoD Assessment 

Methodology 

at https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implem

entation_of_NIST_SP_800-171.html, if necessary. 

(d) Procedures. Summary level scores for all assessments will be posted in the 

Supplier Performance Risk System (SPRS) (https://www.sprs.csd.disa.mil/) to provide 

DoD Components visibility into the summary level scores of strategic assessments. 

(1) Basic Assessments. A contractor may submit, via encrypted email, 

summary level scores of Basic Assessments conducted in accordance with the NIST 

SP 800-171 DoD Assessment Methodology to mailto:webptsmh@navy.mil for 

posting to SPRS. 

(i) The email shall include the following information: 

(A) Version of NIST SP 800-171 against which the assessment was 

conducted. 
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(B) Organization conducting the assessment (e.g., Contractor self-

assessment). 

(C) For each system security plan (security requirement 3.12.4) 

supporting the performance of a DoD contract— 

(1) All industry Commercial and Government Entity (CAGE) code(s) associated 

with the information system(s) addressed by the system security plan; and 

(2) A brief description of the system security plan architecture, if more than one 

plan exists. 

(D) Date the assessment was completed. 

(E) Summary level score (e.g., 95 out of 110, NOT the individual value 

for each requirement). 

(F) Date that all requirements are expected to be implemented (i.e., a 

score of 110 is expected to be achieved) based on information gathered from 

associated plan(s) of action developed in accordance with NIST SP 800-171. 

(ii) If multiple system security plans are addressed in the email described at 

paragraph (b)(1)(i) of this section, the Contractor shall use the following format for 

the report: 

System 
Security 
Plan 

CAGE 
Codes 
supported 
by this plan 

Brief 
description 
of the plan 
architecture 

Date of 
assessment 

Total 
Score 

Date score of 
110 will 
achieved 

(2) Medium and High Assessments. DoD will post the following Medium 

and/or High Assessment summary level scores to SPRS for each system security plan 

assessed: 

(i) The standard assessed (e.g., NIST SP 800-171 Rev 1). 
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(ii) Organization conducting the assessment, e.g., DCMA, or a specific 

organization (identified by Department of Defense Activity Address Code 

(DoDAAC)). 

(iii) All industry CAGE code(s) associated with the information system(s) 

addressed by the system security plan. 

(iv) A brief description of the system security plan architecture, if more than 

one system security plan exists. 

(v) Date and level of the assessment, i.e., medium or high. 

(vi) Summary level score (e.g., 105 out of 110, not the individual value 

assigned for each requirement). 

(vii) Date that all requirements are expected to be implemented (i.e., a score 

of 110 is expected to be achieved) based on information gathered from associated 

plan(s) of action developed in accordance with NIST SP 800-171. 

(e) Rebuttals. 

(1) DoD will provide Medium and High Assessment summary level scores to 

the Contractor and offer the opportunity for rebuttal and adjudication of assessment 

summary level scores prior to posting the summary level scores to SPRS (see SPRS 

User’s Guide https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf). 

(2) Upon completion of each assessment, the contractor has 14 business days to 

provide additional information to demonstrate that they meet any security 

requirements not observed by the assessment team or to rebut the findings that may be 

of question. 

(f) Accessibility. 

(1) Assessment summary level scores posted in SPRS are available to DoD 

personnel, and are protected, in accordance with the standards set forth in DoD 

Instruction 5000.79, Defense-wide Sharing and Use of Supplier and Product 

Performance Information (PI). 

(2) Authorized representatives of the Contractor for which the assessment was 

conducted may access SPRS to view their own summary level scores, in accordance 

with the SPRS Software User’s Guide for Awardees/Contractors available 

at https://www.sprs.csd.disa.mil/pdf/SPRS_Awardee.pdf. 
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(3) A High NIST SP 800-171 DoD Assessment may result in documentation in 

addition to that listed in this clause. DoD will retain and protect any such 

documentation as “Controlled Unclassified Information (CUI)” and intended for 

internal DoD use only. The information will be protected against unauthorized use 

and release, including through the exercise of applicable exemptions under the 

Freedom of Information Act (e.g., Exemption 4 covers trade secrets and commercial 

or financial information obtained from a contractor that is privileged or confidential). 

(g) Subcontracts. 

(1) The Contractor shall insert the substance of this clause, including this 

paragraph (g), in all subcontracts and other contractual instruments, including 

subcontracts for the acquisition of commercial items (excluding COTS items). 

(2) The Contractor shall not award a subcontract or other contractual 

instrument, that is subject to the implementation of NIST SP 800-171 security 

requirements, in accordance with DFARS clause 252.204-7012 of this contract, unless 

the subcontractor has completed, within the last 3 years, at least a Basic NIST SP 800-

171 DoD Assessment, as described 

in https://www.acq.osd.mil/dpap/pdi/cyber/strategically_assessing_contractor_implem

entation_of_NIST_SP_800-171.html, for all covered contractor information systems 

relevant to its offer that are not part of an information technology service or system 

operated on behalf of the Government. 

(3) If a subcontractor does not have summary level scores of a current NIST SP 

800-171 DoD Assessment (i.e., not more than 3 years old unless a lesser time is 

specified in the solicitation) posted in SPRS, the subcontractor may conduct and 

submit a Basic Assessment, in accordance with the NIST SP 800-171 DoD 

Assessment Methodology, to mailto:webptsmh@navy.mil for posting to SPRS along 

with the information required by paragraph (d) of this clause. 
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rule affects contractors that handle, possess, use, share or receive CUI. The NARA regulation is codified at 32 CFR 2002. This FAR rule is necessary to ensure uniform 
implementation of the requirements of the CUI program in contracts across the government, thereby avoiding potentially inconsistent agency-level action. 
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132 STAT. 1917 PUBLIC LAW 115–232—AUG. 13, 2018 

SEC. 889. PROHIBITION ON CERTAIN TELECOMMUNICATIONS AND 
VIDEO SURVEILLANCE SERVICES OR EQUIPMENT. 

(a) PROHIBITION ON USE OR PROCUREMENT.—(1) The head of 
an executive agency may not— 

(A) procure or obtain or extend or renew a contract to 
procure or obtain any equipment, system, or service that uses 
covered telecommunications equipment or services as a substan-
tial or essential component of any system, or as critical tech-
nology as part of any system; or 

(B) enter into a contract (or extend or renew a contract) 
with an entity that uses any equipment, system, or service 
that uses covered telecommunications equipment or services 
as a substantial or essential component of any system, or 
as critical technology as part of any system. 
(2) Nothing in paragraph (1) shall be construed to— 

(A) prohibit the head of an executive agency from procuring 
with an entity to provide a service that connects to the facilities 
of a third-party, such as backhaul, roaming, or interconnection 
arrangements; or 

(B) cover telecommunications equipment that cannot route 
or redirect user data traffic or permit visibility into any user 
data or packets that such equipment transmits or otherwise 
handles. 
(b) PROHIBITION ON LOAN AND GRANT FUNDS.—(1) The head 

of an executive agency may not obligate or expend loan or grant 
funds to procure or obtain, extend or renew a contract to procure 
or obtain, or enter into a contract (or extend or renew a contract) 
to procure or obtain the equipment, services, or systems described 
in subsection (a). 

(2) In implementing the prohibition in paragraph (1), heads 
of executive agencies administering loan, grant, or subsidy pro-
grams, including the heads of the Federal Communications Commis-
sion, the Department of Agriculture, the Department of Homeland 
Security, the Small Business Administration, and the Department 
of Commerce, shall prioritize available funding and technical sup-
port to assist affected businesses, institutions and organizations 
as is reasonably necessary for those affected entities to transition 
from covered communications equipment and services, to procure 
replacement equipment and services, and to ensure that commu-
nications service to users and customers is sustained. 

(3) Nothing in this subsection shall be construed to— 
(A) prohibit the head of an executive agency from procuring 

with an entity to provide a service that connects to the facilities 
of a third-party, such as backhaul, roaming, or interconnection 
arrangements; or 

(B) cover telecommunications equipment that cannot route 
or redirect user data traffic or permit visibility into any user 
data or packets that such equipment transmits or otherwise 
handles. 
(c) EFFECTIVE DATES.—The prohibition under subsection 

(a)(1)(A) shall take effect one year after the date of the enactment 
of this Act, and the prohibitions under subsections (a)(1)(B) and 
(b)(1) shall take effect two years after the date of the enactment 
of this Act. 

(d) WAIVER AUTHORITY.— 

41 USC 3901 
note prec. 
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132 STAT. 1918 PUBLIC LAW 115–232—AUG. 13, 2018 

(1) EXECUTIVE AGENCIES.—The head of an executive agency 
may, on a one-time basis, waive the requirements under sub-
section (a) with respect to an entity that requests such a waiver. 
The waiver may be provided, for a period of not more than 
two years after the effective dates described in subsection (c), 
if the entity seeking the waiver— 

(A) provides a compelling justification for the additional 
time to implement the requirements under such subsection, 
as determined by the head of the executive agency; and 

(B) submits to the head of the executive agency, who 
shall not later than 30 days thereafter submit to the appro-
priate congressional committees, a full and complete 
laydown of the presences of covered telecommunications 
or video surveillance equipment or services in the entity’s 
supply chain and a phase-out plan to eliminate such cov-
ered telecommunications or video surveillance equipment 
or services from the entity’s systems. 
(2) DIRECTOR OF NATIONAL INTELLIGENCE.—The Director 

of National Intelligence may provide a waiver on a date later 
than the effective dates described in subsection (c) if the 
Director determines the waiver is in the national security 
interests of the United States. 
(f) DEFINITIONS.—In this section: 

(1) APPROPRIATE CONGRESSIONAL COMMITTEES.—The term 
‘‘appropriate congressional committees’ ’’ means— 

(A) the Committee on Banking, Housing, and Urban 
Affairs, the Committee on Foreign Relations, and the Com-
mittee on Homeland Security and Governmental Affairs 
of the Senate; and 

(B) the Committee on Financial Services, the Com-
mittee on Foreign Affairs, and the Committee on Oversight 
and Government Reform of the House of Representatives. 
(2) COVERED FOREIGN COUNTRY.—The term ‘‘covered foreign 

country’’ means the People’s Republic of China. 
(3) COVERED TELECOMMUNICATIONS EQUIPMENT OR SERV-

ICES.—The term ‘‘covered telecommunications equipment or 
services’’ means any of the following: 

(A) Telecommunications equipment produced by 
Huawei Technologies Company or ZTE Corporation (or any 
subsidiary or affiliate of such entities). 

(B) For the purpose of public safety, security of govern-
ment facilities, physical security surveillance of critical 
infrastructure, and other national security purposes, video 
surveillance and telecommunications equipment produced 
by Hytera Communications Corporation, Hangzhou 
Hikvision Digital Technology Company, or Dahua Tech-
nology Company (or any subsidiary or affiliate of such 
entities). 

(C) Telecommunications or video surveillance services 
provided by such entities or using such equipment. 

(D) Telecommunications or video surveillance equip-
ment or services produced or provided by an entity that 
the Secretary of Defense, in consultation with the Director 
of the National Intelligence or the Director of the Federal 
Bureau of Investigation, reasonably believes to be an entity 
owned or controlled by, or otherwise connected to, the 
government of a covered foreign country. 
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132 STAT. 1919 PUBLIC LAW 115–232—AUG. 13, 2018 

(4) EXECUTIVE AGENCY.—The term ‘‘executive agency’’ has 
the meaning given the term in section 133 of title 41, United 
States Code. 

SEC. 890. PILOT PROGRAM TO ACCELERATE CONTRACTING AND 
PRICING PROCESSES. 

(a) IN GENERAL.—The Secretary of Defense shall establish a 
pilot program to reform and accelerate the contracting and pricing 
processes associated with contracts in excess of $50,000,000 by— 

(1) basing price reasonableness determinations on actual 
cost and pricing data for purchases of the same or similar 
products for the Department of Defense; and 

(2) reducing the cost and pricing data to be submitted 
in accordance with section 2306a of title 10, United States 
Code. 
(b) LIMITATION.—The pilot program authorized under sub-

section (a) may include no more than ten contracts, and none 
of the selected contracts may be part of a major defense acquisition 
program (as that term is defined under section 2430 of title 10, 
United States Code). 

(c) REPORT.—Not later than January 30, 2021, the Secretary 
of Defense shall submit to the congressional defense committees 
a report on the results of the pilot program authorized under 
subsection (a) and an assessment of whether the program should 
be continued or expanded. 

(d) SUNSET.—The authority to carry out the pilot program 
under this section shall expire on January 2, 2021. 

TITLE IX—DEPARTMENT OF DEFENSE 
ORGANIZATION AND MANAGEMENT 

Subtitle A—Office of the Secretary of Defense and Related Matters 
Sec. 901. Report on allocation of former responsibilities of the Under Secretary of 

Defense for Acquisition, Technology, and Logistics. 
Sec. 902. Modification of responsibilities of the Under Secretary of Defense for Pol-

icy. 
Sec. 903. Clarification of responsibilities and duties of the Chief Information Officer 

of the Department of Defense. 
Sec. 904. Technical corrections to Department of Defense Test Resource Manage-

ment Center authority. 
Sec. 905. Specification of certain duties of the Defense Technical Information Cen-

ter. 

Subtitle B—Organization and Management of Other Department of Defense Offices 
and Elements 

Sec. 911. Comprehensive review of operational and administrative chains-of-com-
mand and functions of the Department of the Navy. 

Sec. 912. Modification of certain responsibilities of the Chairman of the Joint 
Chiefs of Staff relating to joint force concept development. 

Sec. 913. Clarification of certain risk assessment requirements of the Chairman of 
the Joint Chiefs of Staff in connection with the National Military Strat-
egy. 

Sec. 914. Assistant Secretary of Defense for Special Operations and Low Intensity 
Conflict review of United States Special Operations Command. 

Sec. 915. Expansion of principal duties of Assistant Secretary of the Navy for Re-
search, Development, and Acquisition. 

Sec. 916. Qualifications for appointment as Deputy Chief Management Officer of a 
military department. 

Sec. 917. Deadline for completion of full implementation of requirements in connec-
tion with organization of the Department of Defense for management of 
special operations forces and special operations. 

10 USC 2306a 
note. 
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